WBC Internal Audit Recommendations Follow Up — September 2019 APPENDIX C
Audit Plan 2016/17
Tree Surveying 2016/17
Final report issued April 2017
Ref No. Recommendation Priority Action to Date Responsibility Deadline Resolved Revised
xorv Deadline
01 We recommend that during the Merits The strategy is meant to be an overview of Section Head 30 September x 31
review process to finalise the Attention trees and woodlands and intended to take a Parks, Open 2017 and to be December
Woodland and Tree Strategy, the more strategic overview of tree and woodland | Spaces and presented to 2017
Council ensures that the strategy management in the Borough. However, what Projects Strategic
addresses the following: this has raised is that the specification in the Partnership 31 May
Parks and Open Spaces contract Board. 2018
a) Measurement of the aims and documentation, detailing what is required of
objectives contained within the Veolia does not cover enough detail in relation 31 July
strategy; to planned maintenance and there is a clear 2019
b)  Frequency of inspections to be emphasis on reactive management rather than
completed, both routine and proactive management. A review of the 30 Sept
high risk trees; and specification needs to be undertaken and 2019

Detail of the maintenance
programmes to be adopted.

ensure that the Strategy is aligned with this.

Position — June 2017
As above.

Position — September 2017
As above but delayed due to Cassiobury Park
operational issues.

Position — November 2017
No update received.

Position — February 2018

The overarching Green Spaces Strategy is
currently being reviewed as part of the Local
Plan 2 work and this has the wider view of
Trees and Woodlands. An action plan will be
updated within this to ensure trees, woodlands
and biodiversity are included and the need to
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Ref No. Recommendation Priority Action to Date Responsibility Deadline Resolved Revised
xorv Deadline

update the Tree and Woodland Strategy. This
will eventually be approved by PFH or
Cabinet.

Position — July 2018

The review of the Green Spaces Strategy is
still underway and is tied up with the Local
Plan 2 amends. The extension for the Veolia
Contract is now currently being negotiated and
this will be an opportune time to a) amend and
agree the strategy and b) update the
specification.

Position — September 2019
In progress.

Position — November 2018
In progress.

Position — February 2019
In progress.

Position — July 2019

The Tree and Woodland Strategy has been
completed and is due at Cabinet in September
2019 and highlights a number of actions
within.

Position — September 2019
As above.
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Audit Plan 2018/19

Cyber Security 2018/19

Final report issued January 2019

Ref No. Recommendation Priority Action to Date Responsibility Deadline Resolved Revised
xorv Deadline
01 Management should put a defined Medium Update existing procedures to review and ICT Section 30 November x
plan in place to address all existing remediate vulnerabilities (other than MS Head 2019
critical and high priority vulnerabilities patches).

in a timely manner.

There should be a defined procedure If required, implement additional system e.g.
in place to resolve vulnerabilities as SCCM to manage deployment of “other”
and when they are encountered. vulnerabilities.

Position — February 2019
Review of products such as SCCM to manage
3" party patching across the estate.

Position — July 2019
The following management update was
received on 30 July:

“In progress. Currently managed on a ¥
basis, using Qualys vulnerability software to
assess and scan with manual remediation via
patching. System will be put in place to
automate where possible.”

Position — September 2019
As above.
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APPENDIX C

Cyber Security 2018/19

Final report issued January 2019

services remediate the gaps sufficiently is
currently underway.

Replacement VPN, for all homeworking, is
within scope for replacement Wide Area
Network. New VPN solution will review ability
to ensure that all connected devices have up
to date AV.

Position — July 2019
The following management update was
received on 30 July:

“Continuous AV monitoring in place. Daily
reports reviewed to ensure all connected
devices have the most recent signatures.
Where the signature has not been applied this
is flagged and remediated by an engineer.

New remote working solution has AV checker
within Enterprise Management module.

Request to extend the new remote working
solution roll out to December 2019. The rollout
will have commenced in August 2019, but

Ref No. Recommendation Priority Action to Date Responsibility Deadline Resolved Revised
xorv Deadline
02 There should be a mechanism to Medium Review current AV and VPN solution and ICT Section 30 September x 31
restrict any non-complying devices to viability to restrict devices with no up to date Head 2019 December
connect to the Council's IT network. protection from connecting to the network fully. Part 2019
resolved.
Ensure that daily reports for AV protection are
monitored against asset register and this is Extension
Additionally, there should be reported to the ICT Section Head. requested
continuous monitoring in place for all to deploy
devices connected on the network to Position — February 2019 new
be fully antivirus protected. Reporting mechanism from Infrastructure remote
monitoring through to desktop services is in working
place. Mechanism to ensure that desktop solution.
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Ref No. Recommendation Priority Action to Date Responsibility Deadline Resolved Revised
xorv Deadline

needs to be deployed to all users across all
sites, in line with the deployment of new
personal IT kit and Unified Communications.”

Position — September 2019

As above
03 A training needs assessment should Medium Review current skills against role to assess ICT Section 30 September x
be performed for all members of staff gap, recommending appropriate training as an | Head 2019
that have responsibility for Cyber outcome. Note funding will have to be
security so as to determine their approved.
training needs.
HR Manager

Monitor and report against all staff who have
not completed the annual requirement to
refresh knowledge via the Security awareness
programme.

Position — February 2019

New Learning Management system will be
ready approximately April 2019. This is led by
the HR service. Once in place more accurate
reporting mechanisms can be used to ensure
staff are completing the required mandatory
training.

Position — July 2019
The following management update was
received on 30 July:

“Monitoring regarding mandatory training
completed now in place via new Learning
Management system.

Skills gap assessment ongoing.”
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Ref No. Recommendation Priority Action to Date Responsibility Deadline Resolved Revised
xorv Deadline
Position — September 2019
As above
Benefits 2018/19
Final report issued April 2019
Ref No. Recommendation Priority Action to Date Responsibility Deadline Resolved Revised
xorv Deadline
01 We recommend that declaration of Medium Declarations of interests will be completed by Head of 30 April 2019 x 30 Sept
interests forms are completed by all all Revs and Bens staff for 19/20. Revenues and 2019
staff annually. Benefits
A prompt for this form to be signed will be
A process for new staff should be put added to our corporate wide new starter form
in place to form part of the induction so that we pick up new starters as and when
programme to complete a declaration required.

of interests form.
Position — July 2019
No management update received.

Position — 21 August 2019

All officers with access to the Revenues and
Benefits systems need to sign a declaration
annually. This work is underway. We amended
our internal Revs and Bens Information
Security Policy in May of this year. We are
now making some amendments to the
declaration itself before it is sent out to all staff
for signing. All signed declarations will be held
on the Revs and Bens drive electronically for
internal and external audit to view whenever
necessary. We anticipate this work being
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Ref No. Recommendation Priority Action to Date Responsibility Deadline Resolved Revised
xorv Deadline

completed by 31.08.19. The form will also form
part of the new starter process being
developed within Firmstep so that we capture
new starts as and when.

Position — September 2019 (Based on
conversation with the Head of Revenues &
Benefits)

Revised declaration of interest form to be
reviewed by SIAS before issue to staff.

02 We recommend that testing of the Medium The Retention and Destruction module is Benefits 31 May 2019 x 31
module is carried out to reinstate the currently suspended from use as it has been Manager October
ability to delete obsolete data. destroying documents incorrectly that we are 2019
still relying on to support ‘live’ housing benefit
claims.

We have reported this to the system supplier
(Northgate) and have requested their
assistance with correcting the issue so that we
can start using the module again and remain
GDPR compliant.

During a meeting with Northgate on 21.03.19
we agreed we needed a Retention &
Destruction refresher training day during which
they would help us set up the system so that
the system does not destroy documents we
still need. We are now awaiting a date for the
training to take place.

Position — July 2019
No management update received.

Position — 21 August 2019
The system is designed to destroy all




WBC Internal Audit Recommendations Follow Up — September 2019 APPENDIX C
Benefits 2018/19
Final reportissued April 2019
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documents that are older than 6 years plus
current. We discovered that the system was
not working properly and has destroyed some
documents that are still required to support
live Benefit claims and therefore we need to
retain. Clearly we could not allow that to
continue so the system was been suspended.
We have sought advice on how to fix this
issue from the system provider and are
awaiting their response. | have chased this
today and have also now asked if it's possible
to use the system in part so that we can carry
on destroying old documents that we no
longer require for Council Tax and Business
Rates and unsuspend the Benefits part of the
system once we have fixed the problem. I will
escalate this issue in a week if | have not had
a response.

Position — September 2019 (Based on
conversation with the Head of Revenues &
Benefits)

Issue has now been escalated with
Northgate.




